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Why GAO Did This Study What GAO Found

Patriot is a mobile Army surface-to-air While the currently fielded ve,
missile system deployed worldwide to system is an improvement glver prior versions, the Army currently plans to spend
defend critical assets and forces. To about $2.9 billion between §scal ygdrs 2043 and 2021 on an upgrade strategy to
respond to emerging threats and address a variety of capabil ds. Thepe efforts are intended to improve the
address a diverse set of capability system’s performancefreliability, and cgffimunications as well as address

needs, the Army has spent nearly $1.1  gpsolescence and syskai [ #The figure below shows planned costs for
billion and requested $1.8 billion over ongoing efforts, nedr- upgrades which begin fielding prior to fiscal year 2017,

iz pext 5 years to upgrade Patriot, mid-term upgrades which in fielding between fiscal years 2017 and 2021, and
begin developing a long-term radar

soluen, sl mgrE FE v long-term upgr; ong-term radar solution. Key among the mid-

components into a central network and term efforts are majC / pgradgs called Post Deploy_ment Build-8 (PDB-
8) and PDB-8.1, which nded to improve communications and system

command and control system—the s . ) .

Integrated Air and Missile Defense. capabiliti .The Army plans to begin operational testing for PDB-
8 and PDB- rs 2016 and 2019, respectively. These testing results

A House report included a provision for
GAO to assess, among other things,

the status of the Patriot system and the illion between Fiscal Years 2013 and 2021 for Army Strategy to Address
Army’s strategy for completing the
upgrades. Among other things, this S. i 2017 millions)
report examines (1) the extent to which
the latest upgrades will address Patriq
capability needs and (2) the level of
oversight and accountability provided
for the upgrade efforts. To conduct thi
review, GAO examined Army apgd

ich the near and mid-term upgrades work as intended.

15.2%

Long-term upgrades

o—— 22.7%

Ongoing upgrades to
address obsolescence issues

33.9%

Mid-term upgrades

What GAO Rec

¢ //// Costs between fiscal years 2013-2016 - Costs between fiscal years 2017-2021

Source: GAO analysis of DOD and Army budget data. | GAO-16-488

of Defense diredf the Army to
isms, similar t

isiti Note: Long-term upgrade costs include $364 million for the long-term radar solution which will be a
separate major defense acquisition program.

Although the Army estimated in 2013 that costs for Patriot upgrades would meet
the threshold to be considered a major defense acquisition program (MDAP), the
Army chose to incorporate the Patriot upgrade efforts into the existing Patriot
program which made certain oversight mechanisms inapplicable. Further, it
decided not to put a mechanism in place to track or report the upgrades' progress
against initial cost, schedule, or performance estimates, similar to those generally
required of MDAPs, which GAO considers essential for program oversight.
Operational testing for PDB-8 and PDB-8.1 provides the Army with an
opportunity to increase oversight. If performance shortfalls indicate a need for
further development, the Army will have an opportunity to track progress on
these upgrades to provide the oversight tools decisionmakers need to make
important investment decisions.

chaplainc@gao.gov.
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Congressional Committees

, and address obsolescence and

sustain ition, some of the upgrades will also enable the

, o ) . The Army
system-of-systems integrates Patriot and other air and missile
 weapons and sensors to a fire control quality network
mand and control system to enable any sensor to be

technologies required, development and fielding schedules, and costs of
he overall effort. A report accompanying a bill for the National Defense
uthorization Act for Fiscal Year 2016 included a provision that GAO
eview the Patriot System." As part of our review, we provided an oral
briefing to the congressional defense committees in February and March
16.This report assesses: (1) the current status of the Patriot system’s
erformance and the extent to which it addresses warfighter needs; (2)
the cost, schedule, and testing plans to upgrade the Patriot system and
the extent to which planned upgrades will address Patriot capability
needs; (3) the level of oversight and accountability provided for the

S
S
upgrades; and (4) the extent to which the Army is planning to synchronize
Patriot modernization fielding and training schedules under high
&/ operational demands. In addition, we assessed the extent to which the

H.R. Rep. No. 114-102, 288 (2015).
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 for corﬁucting its analysis of
oderpization solutions for the

Department of Defense’s (DOD) ¢
alternatives (AOA) to evaluate m§
current Patriot radar and launche
practices. This AOA is callegsthe Lowgr TiegAir and Missile Defense

operational test rep
Office of the Dire of Operati Test and Evaluation and Army Test

d. We also reviewed current Combatant

t and eyaluation master plans, and discussed these plans
ia¥program officials. To determine the level of

oversight and accountability. To assess the Army’s fielding
injng schedules, we analyzed the Army’s fielding plan as well as
al and training schedules. We also interviewed knowledgeable

Qfficighé€ on the Army’s process for choosing the fielding plan as well as its
benefits and challenges. Lastly, to assess DOD’s LTAMD AOA process,

e obtained DOD’s LTAMD AOA guidance documents and compared the

rocesses outlined in them to GAO best practices. We met with officials in

S he Office of the Secretary of Defense for Cost Assessment and Program
Evaluation to discuss our findings and obtain additional information. For

re information on our scope and methodology, see appendix .

D
\ 2Throughout the report, we will refer to the LTAMD Capability AOA as the LTAMD AOA.

3DOD has nine combatant commands, each with an assigned geographic region or
assigned function. The six geographic commands, which have defined areas of operation
and have a distinct regional military focus, are U.S. Africa Command, U.S. Central
Command, U.S. European Command, U.S. Northern Command, U.S. Pacific Command,
and U.S. Southern Command. The three functional commands, which have unique
capabilities and operate worldwide, are U.S. Special Operations Command, U.S. Strategic
Command, and U.S. Transportation Command.
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June 15 to August 2016 in
gnt auditing standards.

surface-to-air missile system designed to counter
ise missiles;® and other threats such as
anned aerial vehicles. Patriot was first

Background

Several battalions can be commanded by an Army brigade. Brigades are
Iso responsible for certifying that the equipment can be employed as
equired and for training the battalions. The brigade manages battalion
ersonnel under its command, with the ability to transfer personnel

among battalions to fill personnel gaps as needed.

he air and missile defense architecture consists of several systems
deployed together to provide a layered defense against various threats in
a range of battlespaces. Other air and missile defense systems can
contain, like Patriot, a sensor, a launcher, and a system-centric command

N
N &
&\/ “Tactical ballistic missiles have ranges varying from approximately 25 to 1,860 miles. This

includes close-range, short-range, and medium range tactical ballistic missiles.

5Cruise missiles are unmanned, armed aircraft that can be launched from another aircraft,
ship, submarine, or ground-based launcher to attack ships or ground-based targets.
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and control station. These systery

counter threats at a low
as well as systems desi
above the earth’s at
element deployed t
battlespace—abo

and anﬁcontrol stations can

ense systems or with other
inks, as seen in figure 1.
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Figure 1: Notional View of Patriot in Current Air and Missile Defense Architectu
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To Address Evolving The Army has identified a numbe
Threats and Related communication and performance
Capability Gaps the Army evolving global threats. Over the I§s
Adopted a New Integrated
Air and Missile Defense sophisticated, more proli
Architecture countermeasures, angl c

of air Ahd misse defense
capafility gaps in its ability to address

Missile Defense Review BEport, ballistic missiles are more technically

e more advanced

lenge U.S. ballistic missile defense
system capabilities.YCruise missilesghave also become relatively simple
ic missiles or aircraft, and are easy to
nced electronic attacks, such as jamming or

export. Additionally, a
spoofing, hav

ic and cruise missiles, special operation forces,
and other m mplicate the battlespace. The Army has identified
somg -prioritysais®and missile defense gaps in its ability to respond to

thefgrowing threats, as seen in table 1.

Air and
Missile
Defense
Gaps

Communications:
Limited ability for integra Army, jpint, interagency, intergovernmental, and multinational systems during air and

« Limited capabilities toWQk sensorgffuse collected sensor track data to create a single air picture, and share that

picture am ated yeberfis at such a quality that systems are able to use this information to shoot at targets
« Limited jojint integratioMyvith Patriot below the battalion level

6Department of Defense, Ballistic Missile Defense Review Report (Washington, DC:
February 2010).

"Electronic Attacks use electromagnetic, directed energy, or antiradiation weapons to
attack with the intent of degrading, neutralizing, or destroying enemy combat capability.
Some types of electronic attacks can spoof the radar by intercepting radar data, falsifying
the data, and then sending that data back to the radar.
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The Army announced an Air and
address communication and perf
its current air and missile defenseNgyfiem corngponents (e.g. sensors and
launchers), including Patrio
control system and linkingfthem with joint and potential coalition allies.®
The Integrated Air and i

D efense%trategy in 2012 to

connecting these components directly
nds to divest air and missile defense systems of

8United States Army, 2012 Air and Missile Defense Strategy (September 2012).
%The Patriot program initially requires use of a modified version of its existing fire unit

command and control station as an unmanned interface to connect the current radar to
IBCS.
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Figure 2: Notional View of Future Integrated Air and Missile Defense Architectu
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The Army intends for the integra afld missif® defense architecture
to address communication and pg :
IBCS to collect information from a\ya ety of sgnsors, fuse that data into a
single battlespace picture, y
Receiving sensor data frg/n a range of sensors could enable Ionger-
distance engagements
to select the approprigte se, prgvent fratricide, and allow any joint
sensor to pair with t auncher. In addition, by integrating
several individual S could compare and resolve

conflicts within th idual systems’ abilities to accurately classify,

connect with IBCS and provide the needed quality data for
performance capabilities. Similar endeavors to create a

example, prior work on the Army’s Future Combat Systems, a multibillion
ollar development program originally consisting of 18 manned and
nmanned systems tied together by an extensive communications and
S nformation network, faced rising costs and technical challenges that
eventually led to its cancellation.™

/4 ,

Conducti 'In 2014, DOD provided guidance to the Army for conducting its LTAMD

The Arm

amvAnalysis lternatives analysis of alternatives (AOA) to explore options for an efficient and cost-
for a triot Ra nd effective long-term radar and launcher solution—with considered
Launeha alternatives ranging from the current Patriot assets with modifications up

to total replacements—that will be able to connect with IBCS and address

10GAO, Cancelled DOD Programs: DOD Needs to Better Use Available Guidance and
Manage Reusable Assets, GAO-14-177 (Washington, D.C.: Mar. 27, 2014).
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7, range,%nd 360-degree
glecision for a new radar

capability needs related to radar g
surveillance. The AOA results
acquisition program, known as thé
significant long-term financi Qnt.
have been raised in the pfst. For example, the Director of Operational
Test and Evaluation ide
current Patriot radar i |t al repgft since 2013."? In addition, the

upgrades to the P, t radar colfd result in operations and support
savings, performance rovements, and reliability enhancements.’ An
AOA is a key § i quisition process, intended to assess

The Patriot Program Has repare the warfighter for the transition from the current, or legacy,
Identified a Need for triot system to IBCS-integrated Patriot radars and launchers, the
Training and i ogram identified a need for training upgrades. Upgraded training

Obsolescence and
Sustainment Upgra

the way the warfighter employs the Patriot equipment.
he Patriot program has also identified a need to continue substantial
Investments to address obsolescence and sustainment issues. For

example, the process of upgrading all of the legacy Patriot battalions to

PCS-integrated radars and launchers is an 8-year process that officials
expect to begin in fiscal year 2017 and complete in fiscal year 2025. The
legacy Patriot system components need ongoing obsolescence and

D

"The Army plans for the long-term radar solution to connect directly to IBCS without using
the modified unmanned fire unit command and control station as an interface.

12Director, Operational Test and Evaluation, Fiscal Year 2013 Annual Report (January
2014).

% 13Department of Defense, Report to Congress on the Strategy for the Acquisition of Patriot

Modernization and Modification (July 2014).
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afiability ad availability, remain
different versions of operational

sustainment improvements to img
affordable, and be compatible wi
Patriot battalions during that time!
continue obsolescence and

il the legacy radar is fully replaced.
lopment could begin fielding in the

ersions of Patriot systems, which foreign
y and operate. Patriots have been sold

Curr_ent VerS|on Of_ . i sions through upgraded software, a more capable missile, and
Patriot Has Capability == ssor capabilities. However, the current version
fhonstrated a number of performance shortfalls against its documented
Improvements, [ ents. In addition, warfighters from various combatant commands
Performance dressed critical needs for additional performance capabilities and

Shortfalls, and D 0|
Not Yet Meet Al
Warfighter N

RS
S

"patriot's 12 foreign military sale partners are the Netherlands, Germany, South Korea,
Japan, Qatar, Saudi Arabia, Kuwait, Israel, Spain, Greece, Taiwan, and the United Arab
Emirates.
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Current Patriot System
Includes Capability
Improvements over Prior
Version but Operational
Testing Revealed Some
Performance Shortfalls

e
S

pfadded p%rformance capabilities
gyéde in 2013 and an upgraded

The current version of the Patriotfs
through a software and processo
missile and launcher that began
Patriot program released it

ve the sys s capabilities against advanced
platform for future capability improvements.
llgws the system to launch and support use

| year 20716 and is an upgrade to the predecessor PAC-3
} tter lethality and a longer range—flying
50 percent higher in altitude and 100 percent farther

maintain the system when it is fielded or deployed. The Army conducted a
ype of operational test called a limited user test'® in 2012 to evaluate the
atriot system with PDB-7 software, the modern command and control
rocessor, and the PAC-3 MSE with the launcher upgrade against

requirements defined in the program’s capability development and

5Debris mitigation allows the system to continue tracking and engaging threats when they
are surrounded by a large number of objects, or debris.

®The Army defines the Limited User Test as any type of research, development, test, and
evaluation funded operational test normally conducted during system acquisition other
than the initial operational test. The Limited User Test normally addresses a limited
number of evaluation issues in comparison to an initial operational test that must address
all effectiveness, suitability, and survivability issues.
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peratioﬁal Test and
fults of ghe limited user test is

production documents.'” The Dirg
Evaluation’s on

) agaifst other threats. An unclassified éummary of
Patriot performance shoffalls, ified by DOT&E and the Army, is
nce shortfalls can be attributed to

the hile the PAC-3 MSE missile has an
expanded battles -3 missile,

.In
addition, sinc fratricides during Operation Iraqi Freedom in
2003, the progra orking on upgrades to the system’s ability
to more accurately ctagsify, identify, and discriminate threat objects.®
While sigmj ents have been made since that time, the

17Director, Operational Test and Evaluation, Report on the Operational Effectiveness,
Suitability, and Survivability of Patriot Post-Deployment Build-7 (April 2013). The limited
er test provided an evaluation of operational effectiveness, suitability, and survivability

f the Patriot system. DOD defines operational effectiveness as the overall degree of

N mission accomplishment of a system when used by representative personnel (e.g.
warfighters) in the environment planned or expected for operational employment of the

N~ system considering organization, training, doctrine, tactics, survivability or operational
\ security, vulnerability, and threat. Operational suitability is the degree to which a system

can be satisfactorily placed in field use considering its reliability, transportability,
interoperability, and safety, among other attributes. Lastly, survivability is the capability of
a system or its crew to avoid or withstand a manmade hostile environment without
suffering an abortive impairment of its ability to accomplish its designated mission.

"8In two incidents during Operation Iraqgi Freedom in 2003, the Patriot system fired at
coalition aircraft after misclassifying them as attacking missiles due to an incomplete air
picture and lack of joint integration below the battalion level. During these two incidents,
three aircraft crew members’ lives were lost.
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Table 2: Current Patriot Performance shortf

Performance: KEJ

Patriot
Performance
Shortfalls

In addition, inited user test report found that the ]
, but would have if the
d achieved its reliability goal. The metric for determining
relfgbili erage of the number of hours between critical failures
that place the gfstem out of service and into a state of repair. Although
ysterg isfequired to run at least 20 hours on average between
, during the limited user test, the Patriot fire unit fell short by
. ) . More than 70 percent
of the ¢yitical mission failures during the test were experienced by the
ad the radar achieved its requirement , the fire
unit would have exceeded the 20 hour requirement. Army officials
ttribute the radar reliability problems to a number of parts including
N bsolete technology, which require high levels of maintenance. Too
frequent critical failures can create vulnerabilities for the system and
defended assets when the equipment is taken offline for maintenance
tions.

The warfighter has identified several capability needs for the Patriot
system that are currently unmet. One of the ways that warfighters in
various combatant commands express their capability needs is through
memos known as operational needs statements. The warfighter has
identified an operational need for capabilities to address many of the
same air and missile defense capability gaps for performance and
communications previously identified in table 1. While the shift to Army’s
IBCS, planned for initial fielding in fiscal year 2018, is designed to
address the capability need for joint integration below the battalion, the
warfighter has requested this new capability be fielded sooner.
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Warfighters have also identified gfheed {#r recomﬁurable training assets
and simulations for training in a ariety/of settipgs to operate and maintain
the system. See table 3 for currer§ gferationgf needs statements.

Table 3: Selected Patriot-relgted Warfi r Operatlonal Needs Statements

Communicatio
Joint integfation with Patriot bgfow the battalion level

Needs for
Patri

Relipbility:
Pajfiot radar reliability improvements

Training:
Training aids and devices to train warfighter in a variety of settings

ource: GA#¥ analysis of Army data. | GAO-16-488

[0 address a diverse set of capability needs to mitigate evolving threats,
e Army is planning to field a number of upgrades, as well as a long-term
adar solution, projected to cost $2.9 billion through fiscal year 2021 with
additional costs needed for its long-term solutions. The program
ccessfully completed developmental testing on near and mid-term
pgrades in 2016. However, two operational test campaigns, consisting of
multiple ground and flight tests, currently planned to begin in late fiscal
year 2016 and 2019 should demonstrate how well the near and mid-term
upgrades work as intended and identify any performance shortfalls that
may require additional development.

quire Adgttional
e pment
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Strategy to Address The Army is fielding a number of 5 in ord® to address divergent
Patriot's Capability Needs  needs identified by the Army, theyprogg@m offige, independent test

Is Projected to Cost $2.9 pﬁicials, and warfighters as discuSsefl previoysly and summarized below
Billion through Fiscal Year in table 4.
2021 with Additional Costs

for Long-Term Solutions

Table 4: Patriot Capability Upgrade Needs

Source of Capability Needs

e system’s ability for integration with Army, joint,
cy, intergovernmental, and multinational systems during air
ile defense operations which includes:

« capabilities to link sensors, fuse collected sensor track data, and
share that data among those integrated systems at such a
quality that systems are able to use this information to shoot at

. o targets
= é"ﬂir;dc'\g's:gﬁi . « joint integration with Patriot below the battalion-level
N3 )

Gaps® Performance:

Improve the system’s ability to:
« address stressing tactical ballistic missile threats
« address advanced electronic attacks

« accurately classify, identify, and discriminate aircraft, missiles,
and objects

« sense, engage, destroy at required altitude and range with 360
degree surveillance

Reliability:

Improvements in reliability for the Patriot radar and the system as a
whole

Performance
Shortfalls in current
system’s abilities

~

V4

Training:

Other Patriot Training aids and devices to train warfighter in a variety of settings
Program and prepare for transition to IBCS

Requirements Obsolescence and Sustainment:
Sustainment upgrades to keep Patriot relevant and compatible

AO analysis of Arl D data. | GAO-16-488

®ldentified air and missile defense capability gaps were validated and approved through departmental
processes in order to become requirements for which upgrades were funded to address.
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ee budg!t lines for development
2013 agd 2021 for various

The Army has budgeted $2.9 billi
and procurement between fiscal
upgrades and a long-term radar
budgeting for three ongoin
four near-term hardware
2017, six mid-term upgr

including a long-ternff radar solution g#he details for which are still being
determined. Cost expecte continue beyond fiscal year 2021 to

finish purchasing the essary number of modifications already in
production as jyell as to

®To provide information about its plans beyond the coming year, DOD generally develops
a 5-year plan, called the future years’ defense program, which is associated with the
budget request it submits to Congress. Costs are estimated through fiscal year 2021
because that is the final funding year represented in the latest budget. Two of the budget
lines are for development and procurement of Patriot system upgrades and are managed
by the Patriot program. Funding for the long-term radar solution was originally funded
under the Patriot upgrade development budget line but was moved under a separate
budget line for LTAMD capabilities beginning in the 2017 President’s Budget.
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Strategy to Address Patriot Capabilit

Figure 3: Breakdown of $2.9 Billion b scal Years 2013 and 2021 for Army
Needg

U.S. dollars (in base year 2017 millions)

15.2%

22.7%
Long-term upgrades Ongoing upgrades to
address obsolescence issues

$8.5

L 28.2%

Near-term upgrades

Note: Long-term upgrade costs includes $364 million for the long-term radar solution which will be a
eparate major defense acquisition program.

dditional details on the upgrades including planned cost and schedule
are included below.

The Army has spent nearly $306.3 million since fiscal year 2013 and
lans to spend an additional $361.5 million through fiscal year 2021 for
various obsolescence upgrades that have been ongoing in the program
for years and are planned to continue. These upgrades improve
readiness and reduce future operation and sustainment costs for Patriot
components. Additional details on these upgrades and the Patriot
capability needs they plan to address are included in table 5.

Ongoing Upggades
Obsolescende Issues
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Table 5: Patriot Ongoing Upgrades to Address Obsolescence Issues

| |
Capability Needs Being
Upgrade Addressed Description
Reliability, availability, =~ * Obsolescence and Implements critical reagfness and sustainability modifications. Procures parts
maintainability Sustainment that maximize effectiyfness of ification and design changes from
upgrades « Reliability engineering and quali§icationg€sting through installation and technical support.

Procures modificgftions that are cheagfer to produce than rebuild, that reduce the
+ Obsolescence and rate of operatiorffand sustainrwtes, or that present opportunities to insert
Recapitalization Sustainment technology. ples of these¥0difications include upgrades to communication
upgrades « Reliability and the fami dium tactical vehicles.

« Obsolescence and
Patriot legacy planning Sustainment
station upgrades « Communications

Source: GAO analysis of Army data. | GAO-16-488

these three ongoing upgrades to address
e expected to continue beyond fiscal year 2021.

n of Total $667.8 Million in Planned Costs between Fiscal Years
Patriot Ongoing Upgrades to Address Obsolescence Issues

013-2016

Fiscal year

2017-2021 $361.5

0 50 100 150 200 250 300 350 400
U.S. dollars (in base year 2017 millions)

I:I Patriot legacy planning station
- Recapitalization
- Reliability, availability, maintainability
\ Source: GAO analysis of DOD budget data. | GAO-16-488

ear-term ades The Army has spent nearly $273.9 million since fiscal year 2013 and
plans to spend an additional $553.7 million through fiscal year 2021 for
near-term upgrades that begin fielding prior to fiscal year 2017 to address
critical communication needs, ensure legacy components are sustainable,

and address warfighter needs for system capability and training. For
details on the near-term upgrades and the Patriot capability needs they
plan to address, see table 6.
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Table 6: Patriot Near-term Upgrades

Capability Needs Being
Upgrade Addressed Description

Full color liquid crystal
command and control tation wi

ch screen displays in the fire unit and battalion
ociated software and hardware

« Communications

Modern displays in « Obsolescence and
legacy command and Sustainment
control stations « Reliability

Communication

terminals in legacy

command and control

stations « Communications

ious devices and aids for simulated interactive training in

Training software and er-requested portable device to host interactive training

hardware devices « Training leld.
rades for the current launchers are necessary to allow
ng/lad@pching the Patriot Advanced Capability-3 (PAC-3) Missile Segment
nt (MSE). The PAC-3 MSE missile helps meet performance shortfalls
Launcher upgrades « Performance g high altitude threats and stressing tactical ballistic missiles.

Source: GAO analysis of Army data. | GAO-16-488

The fielding schedule for Patriot near-term upgrades is included in figure
along with the total planned costs from fiscal years 2013-2021.
owever, the program will need to request additional funds beyond fiscal

year 2021 to complete the purchase of launcher upgrades. Fielding for

me of the training software and hardware devices began prior to fiscal
ear 2013.

e
S
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Figure 5: Fielding Schedule and Breakdown of Total $827.6 Million in Planned Cp een Fiscal Years 2013 and 2021 for
Patriot Near-Term Upgrades

U.S. dollars (in base year 2017 millions)

600
$553.7
Fiscal year
500 2013 y14 016 2017 42018 2019 2020 2021 2022 2023 2024 2025

Modernized displays
I:I in legacy command

and control stations
Communication
terminals in legacy
command and
control stations

400

300
Training software and
200 hardware dN
100 - Laungif€r rades\-/

Fielding begin and end dates

Fiscal year Fiscal year H . . . .
2013-2016 2017-2021 Fielding begins prior and ends later than dates displayed

Source: GAO analysis of DOD budget data and program offiffe fielding dg#. | GAO-16-488

y has spent nearly $553.1 million since fiscal year 2013 and
plans to spend an additional $437.3 million for mid-term upgrades and
upporting test equipment that begin fielding between fiscal years 2017
nd 2021. Among the mid-term upgrades is the remaining hardware
needed—a radar digital processor—to prepare the system for integration
with IBCS. Also key among these upgrades is a major software upgrade
lled Post Deployment Build-8 (PDB-8), which, in addition to a second
oftware upgrade called PDB-8.1, is intended to improve communications
and system capabilities against threats. Together, these mid-term
upgrades, along with a test detachment, are intended to improve system

N
S
performance, address warfighter needs, reduce obsolescence, and
support Patriot testing needs. For details on the near-term upgrades and
&/ test detachment and the Patriot capability needs they plan to address,

Mid-term Upgrades

see table 7.
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Table 7: Patriot Mid-term Upgrades and Test Detachment

Capability Needs Being

Upgrade Addressed Description

Global positioning Military improved global glsitioning hardware integrated with Patriot assets are to
anti-jamming provide additional defenfSes again ctronic attack with anti-jamming properties
hardware « Performance and the ability to securdacces ili global positioning system signals.
Cryptographic « Communications

communication « Obsolescence and Communication ufigrades are t e better encryption, faster data rates, and
upgrades Sustainment compliance wit] gency directives.

to be composed of various Patriot ground support
to rglieve stress on operational units by taking over the

Test detachment N/A
inst electronic attack by canceling interference that is
+ Performance he radar. Thls upgrade creates a platform to allow future capability
« Reliability i s to thegladar by replacing obsolete analog technology with digital
Radar anti-jamming « Obsolescence and ars processor.
upgrade sustainment

major releases beginning in fiscal year 2017 (PDB-8) and fiscal year
.1), this upgrade offers significant enhancements to

llowgadar to support the Patriot Advanced Capability-3 (PAC-3) Missile
ent Enhancement (MSE) range;

address misclassification to prevent erroneous engagements and fratricides;
improve ability to search, discriminate, and destroy tactical ballistic missiles;
and

provide protection against electronic attacks.

This software upgrade is critical to utilizing and further enhancing the performance

Post Deployment b !
of the new radar digital processor to improve performance.

Build-8 (PDB-8)
Software Relea&es

This upgrade replaces obsolete radar processor with a modern commercial, off-
the-shelf digital processor. It expands radar processing capabilities to allow for
extended range while replacing hundreds of obsolete parts for better radar
reliability. This is a critical component to prepare the system to integrate with the
Integrated Air and Missile Defense Battle Command System.

Raear digital
processor

Source: GAS analy%

The fielding schedule and total planned costs for Patriot mid-term
upgrades between fiscal years 2013 and 2021 are included in figure 6.
Costs for PDB-8 and PDB-8.1 software-related tasks are estimated based
on software-related tasks in the budget. Congress recommended
reductions in requested development funding for software-related efforts
by 50 percent or more each year between fiscal year 2013 and 2015,
amounting to nearly $200 million in reductions. According to program

Page 22 GAO-16-488 Patriot Modernization



officials, these reductions causedfthe prgQram toﬁelay some planned
capabilities from PDB-8 until PD
capabilities currently planned for

funding in any given year a

improvements in the s uncherj or radar components following
PDB-8.1.

Figure 6: Fielding Schedule and Breakdown of Total $994.4 Million i anned Costs between Fiscal Years 2013 and 2021 for
Patriot Mid-term Upgrades and Test Detachment

U.S. dollars (in base year 2017 millions) 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026

600
$8531 —
500
400
i
300
adar a"t7mmi"g ——
200
oyment
. e ———
Software Releases?®
100
Radar digital P ——
processor?
0

Fiscal year

2013-2016 [ Fielding begin and end dates

Source: GAO analysis of data. | GAO-16-488

Note: Mid-term software upgrade costs shown are from fiscal years 2013 to 2019 because that is the
final year of planned spending for PDB-8.1 software development.

%Initial fielding dates for PDB-8 and the radar digital processor of fiscal year 2017 are based on
approval, expected in August 2016, for an urgent materiel release request needed to relieve stress on
the force. If the urgent material request is not approved, fielding is planned to begin in fiscal year
2018.

Additional details on the status of the development and procurement of
Patriot’s near and mid-term upgrades is included in appendix IlI.

ng-tejm Upgrades The Army has spent around $8.5 million since fiscal year 2013 and plans
to spend an additional $437.8 million between fiscal years 2017 and 2021
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beyond PDB-8.1, with pl
2021. The remaining $3

e software investments beyond
lanned through fiscal year 2021

, beginning in
-tegm LTAMD sensor solution will be selected

as a result of concerMgover the current Patriot radar’s high obsolescence
and sustai

i ) , with tactical
mpleted within 7 years. Depending on the Army’s

long-term radar solution is included in figure 7.

20Major defense acquisition programs are those so designated by DOD or those identified

% by DOD with a dollar value for all increments estimated to require eventual total

expenditure for research, development, test, and evaluation of more than $480 million, or
for procurement of more than $2.79 billion, in fiscal year 2014 constant dollars.
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Figure 7: Breakdown of Total $446 Mi Planned Costs between Fiscal Years
2013-2021 for Patriot Long-Term Upgie d? Solution

Separate major defense
yisition program

Fiscal year
2013-2016

Fiscal year

2017-2021 $437.8

00 500

Patriot Program igproyram successfully completed developmental testing on the
Successfully Completed

Developmental Testing on
Near and Mid-term

Upgrades in Fiscal Year nowledfje of a system’s capabilities and limitations as it matures and is
2016 élly delivered for use by the warfighter. Developmental testing,
which is conducted by contractors, university and government labs, and
various DOD organizations, is intended to provide feedback on the
rogress of a system’s design process and its combat capability as it
dvances toward initial production or deployment.

The Patriot program successfully completed developmental testing in
scal year 2016 for the system configured with near and mid-term
hardware upgrades. The Army Test and Evaluation Center conducted
system-level developmental testing for Patriot configured with PDB-8
software in addition to other hardware upgrades, including modernized

N

S
displays in the command and control stations, the PAC-3 MSE with the
supporting launcher upgrades, and the radar digital processor. As part of
this test, the program successfully conducted four flight tests. These flight
tests demonstrated the system’s ability to intercept targets using a variety
of Patriot missiles, including the PAC-3 MSE. The Army Test and
Evaluation Command also performed testing on individual hardware
upgrades with favorable results. For example, the command conducted

some limited testing on the program’s new communication terminals and
found that the upgrades generally work as intended. However, additional
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testing to evaluate the full functio fihe ternthals is required prior to

full material release.

main objectives. During ¢ne of sts, IBCS was able to command a
destroy a target using tracking

Two Operational Tests Will
Determine How Well Near
and Mid-Term Upgrades
Address Patriot Capability
Needs and Identify Any
Performance Shortfalls
That May Require Further
Development

The program gurrently h
that will test tem configured with upgraded software PDB-8 and
¥h agsorted near-term and mid-term hardware

upgrade

te in the fourth quarter of fiscal year 2017. Operational
.1 is planned to begin in the fourth quarter of fiscal year

able 8: Operational Testing for Near and Mid-term Upgrades

Upgrade
Fielding Tested During Operational Testing
Time frame Upgrade Event

Not Yet
PDB-8 PDB-8.1 Determined

Near-term Modern displays in legacy
Upgrades command and control stations X

Communication terminals in
legacy command and control

stations X
Training software and hardware
devices X
Launcher upgrades X2
Mid-term Global positioning anti-jamming
Upgrades hardware X

Cryptographic communication
upgrades X
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Radar anti-jamming upgr,

e
Post Deployment Build- Soft\/\le 1

Post Deployment Build-8.
Software P X

Radar digital prgfCessor X

Source: GAO Evaluation of Army data. | GACR16-488

For example,
software and

performance needs. According to Army Test and
and officials, upgrades that have not yet begun

he Patriot capability needs, which will require long-term upgrade
solutions. For example, the program plans for its near and mid-term
pgrades to provide significant enhancements to radar reliability and
5 ensing range to support the PAC-3 MSE missile’s mission against
stressing threats, but does not expect them to fully address the
pgrformance needs without the long-term radar solution. In addition,

rrently planned software upgrades are intended to provide capabilities
to help address tactical ballistic missile threats and electronic attacks, but
N additional long-term software—and potential additional hardware—

investments are needed to continue improving capabilities against the
evolving threat, which continues to create new gaps in the system’s
capabilities.

Operational testing results could identify unexpected performance
shortfalls in the near and mid-term upgrades that require additional
development. In the case of PDB-7, for example, operational test results
identified unexpected performance shortfalls in system reliability that
required additional development in the latest near and mid-term upgrades
to address. Operational testing for PDB-8 or PDB-8.1 could also identify

Page 27 GAO-16-488 Patriot Modernization



2quire aitional development to
gf hardware upgrades for Patriot

unexpected performance shortfal)
insert capabilities into future soft
components.

Oversight of Patriot upgrlaides h limited because of how the Army
The Army Lacks ar_] chose to define and man em, ingluding not establishing oversight
OVGFSIght Mechanism mechanisms similar fo those generayfy applicable to major defense

acquisition progra The Army¥#iose to incorporate the Patriot upgrade
to Track PI’OQI’GSS and efforts into the existin®WLatriot program which made certain oversight
Ensure Accou ntab|I|ty mechanisms igapplicableNYhile it would not be productive for the

R program to g6 b and estgdlish these mechanisms from development

of N_ear and Mid-term start, upcoming operag tests provide the Army with an opportunity to
Patriot Upg rades If provide re accountability for the cost, schedule, and

o performanc d mid-term upgrades, tested along with PDB-8
Addltlonal and -8.1, i development is needed.
Development Is
Needed
Congressional Oversight p to thjs point, the Patriot program has not put a mechanism in place to

rack gf report progress against cost, schedule, or performance baselines
of Its upgrade efforts, similar to those generally required of multibillion
R ) dollar DOD acquisition programs. Under DOD instruction 5000.02 and
L'm|_te_d By DOD elated statutes, major defense acquisition programs (MDAPs) are
Decision Net to Trachkg ubject to a number of oversight mechanisms that provide transparency

Report Cost, edule, & into program plans and progress.2! Although the Army’s 2013 cost
Performan Pro Ss stimate for all the Patriot upgrades met the threshold to be considered a
Separate MDAP, the Army chose not to define the upgrade efforts as
such. Instead, the upgrades were incorporated into the existing Patriot
N program, which resulted in the upgrade efforts not being separately

subject to statutory and regulatory reporting requirements that generally
apply to MDAPs. In addition, the program did not establish any oversight

21Department of Defense Instruction 5000.02, Operation of the Defense Acquisition
% System (Jan. 7, 2015). See also, e.g., 10 U.S.C. § 2435 (requiring the establishment of a

of Near and Mid-ter
Upgrades Has Bee

baseline description before what is now known as the engineering and manufacturing
development phase of the acquisition cycle).
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mechanisms for the upgrades th
required of MDAPs.

For example, new MDAPs
approved program baseli

rformance against initial estimates is an essential

uch data, when maintained and reported on a regular

fis, help the decisionmakers who oversee program progress

d the significance of any increases or decreases in cost or

as a program evolves, provide transparency, and give Congress

3 ¥ Office of the Secretary of Defense a mechanism to hold the

program accountable for its intended results. As we reported in our March
016 assessment, programs that do not uniformly implement these and
ther best practices tend to realize significant cost growth and delays in

delivering needed capabilities.

S 22GA0, Cost Estimating and Assessment Guide: Best Practices for Developing and
Managing Capital Program Costs, GAO-09-3SP (Washington, D.C.: March 2, 2009) and
\ Schedule Assessment Guide: Best Practices for Project Schedules, GAO-16-89G

(Washington, D.C.: Dec. 22, 2015).
2GA0, Defense Acquisitions: Assessments of Selected Weapon Programs,
GAO-16-329SP (Washington, D.C.: March 31, 2016).

Challenges and Uncertainty Remain for the Future, GAO-15-492T (Washington, D.C.: Apr.
29, 2015).

% %GA0, Space Acquisitions: Some Programs Have Overcome Past Problems, but
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ered more than 90 percent complete.
to do so, the program has not provided

Upcoming Tests of PDB-8 ile i t be productive for DOD to go back and track cost or

and PDB-8.1 Provide S oo r?from thehstart of the Patriot upgralde efforts (Slei .
: appendix |11), A the event that upcoming operational tests reveal the nee

852;?;&“3;&;2?:236 rther ¥evelopment of PDB-8 and PDB-8.1 and other near- and mid-

Mid-term Upgrades If
Further Developmen
Needed

an oppaftunity to provide increased oversight of those upgrades. As
otedgbove, DOD already plans to define the long-term LTAMD sensor

solution as a separate MDAP, which indicates the program would be
ubject to the oversight requirements applicable to MDAPSs, such as those
iscussed above.

m upgrades tested along with that software, the department will have

Without estimated costs and schedule needed to complete the
velopment of upgrades for essential Patriot capabilities, similar to those
enerally required of new major defense acquisition programs, DOD and
congressional decisionmakers will lack an essential oversight tool. In
addition, unless, at the same time, DOD provides Congress with an
estimate of the amount of development costs it has incurred since 2013

S
S

for near- and mid-term Patriot upgrades operationally tested along with
PDB-8 and PDB-8.1, Congress will not have a basis from which to
understand the significance of any increases or decreases as the
program evolves. Finally, without annual reporting mechanisms that
enable comparisons between subsequent cost and schedule estimates

% and initial estimates, along with periodic explanations for any major cost

or schedule deviations, Congress will lack critical information it needs to
evaluate future program budget requests.
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) The Army selected a plan to syng
The Army S Plan to of the Patriot system during its tr
Complete Patriot Defense Battle Command Syste
P .

Modernization EffOl'tS operational demands. Inte
Synchronizes Fielding of fielding these upgrad

: . amplifies some of the,ch
Wlth Trammg _and complexity and mainfenance sched
Brings Benefits and is taking steps to g
Challenges That the

Army Continues to

rse of the

rmy is already facing with training
s for the Patriot system. The Army
ate these llenges.

Manage
The Army’s Plan for Thg/Army has a plan for fielding modernized Patriots to Combatant
Fielding Modernized Cammangs. process of modernizing a Patriot battalion—transitioning

it fi s curreglt PDB-7 software version into launchers and radars

) . The first phase requires the
ajfalion t0"0e upgraded to the PDB-8 software version. Once the

héittaliongreceives PDB-8, it is ready for phase 2, which consists of a

econd goftware update to integrate the system components with IBCS.

2 cases, a battalion can undergo both modernization phases

consecutively, but, in other cases, a battalion can complete phase 1 and
hen wait a number of years to complete phase 2. The fielding plan the
rmy selected completes phase 2 of integrating the battalion into IBCS at
rate of approximately two Patriot battalions per year. By fiscal year 2022

the Army plans to have completed phase 1 for all 15 battalions with 9

battalions completing phase 2 and being IBCS compatible.

Patriots to Combatant
Commands Synchronizes
with Testing and Training
Requirements to Meet
High Operational
Demands

e
S
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Figure 8: Patriot Modernization Fieldifig Schefiule

Fiscal year )
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Cugent Post Deployment Build (PDB)-7 version
ase 1: Upgraded to PDB-8 version
Phase 2: Integrated with the Integrated Air and Missile Defense (IAMD) Battle Command System (IBCS)
ource: GAO analysis of Army information. | GAO-16-488

his battalion will be used to perform testing for PDB-8 and IBCS until the third quarter of fiscal year

018 when the Army plans for major hardware testing to be complete. At that time the Army plans for

a separate test detachment, which is smaller in size, to take over test duties, allowing this battalion to
be available for operational deployment.

o synchronize fielding with testing, the Army removed a Patriot battalion
from the operational deployment rotation and assigned it solely to
modernization testing. Army officials told us this is a key enabler of the
fielding strategy—uwithout it the plan becomes unworkable. Specifically,
the amount of time required to begin and complete IBCS integration
testing exceeds the amount of time that any one Patriot battalion is
available to perform that testing. Therefore, the Army would have to start
with one battalion and complete the testing with a second battalion—
which would add an extra 6 to 9 months to train the second battalion on
how to use the new equipment. After completing the United States / North
Atlantic Treaty Organization mission in Turkey, the Army was able to
adjust its Patriot unit rotation schedule which enabled the Army to assign
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on testin@. The battalion’s test
> Armyyplans to keep the battalion

a battalion to support Patriot modg
assignment began in April 2016 &
solely for testing into fiscal year 2§
Vice Chief of Staff for the A
the Army Air and Missile [fefense test detachment to increase the
manning from 35 to over{140.2° ing the size of the detachment will
allow the Patriot test hattNias”To rejoirfthe operational rotation in fiscal
year 2018, providingfthe combatant gommands with more available
Patriot battalions.

The Army congidered fou
these 2 phasés
plan would have up

ative plans for how and when to field
odernizglion to the 15 Patriot battalions. The baseline
ed, three battalions per year to PDB-8 and one

ic first. A fourth alternative, which the Army selected,

co 1 of the upgrades for the nine Patriot battalions that are
(2

4 ase 2 of the upgrades to make all 15 Patriot battalions IBCS
pPmpatikle by 2025.

emands when selecting its plan for completing Patriot modernization
fforts. The Army used five criteria to evaluate the four alternative plans.
he Army’s evaluation criteria included maximizing the number of Patriot
S attalions available at any given time to support operations, maintaining
the same software version for all Patriot battalions under a particular
igade to make training consistent, and meeting these and other

ompeting needs within funding constraints. Table 9 below provides a
description of the criteria, the weighting the Army assigned to it, and how

25The test detachment is much smaller than a battalion, which has over 550 personnel
and many more pieces of equipment. Even with the increase in size, the detachment
would be unable to support operations, but would be large enough to perform minor tests
by itself and operational testing with minor personnel augmentation. The detachment was
established at White Sands Missile Range in New Mexico when, due to the high
operational tempo in 2013, the Army could no longer dedicate a battalion for test and
modernization. The Army plans to use the detachment between fiscal years 2019 through
2022.
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Plan Optimizes the Criteria

of the crit®ia. Based on the
e besjyjob of balancing all of the

well the plan the Army selected of
Army’s analysis, the selected pla

Criteria

Weight Description

Global Strategic

The degree to which the plan is able to
meet current and projected operationa
demands without breaking DOD
guidance on deployment frequenc
the fiscal year 2017 through 20214im
frame.

Flexibility 1.5 - ilable to meet operational demands at any given time.
The degree to which the plﬁ C
quickly achieve consistency of the
version of Patriot bein ithin a
brigade — allowing fogfbattalions within
the same brigade to fpave co The selected plan optimized training interoperability when
Training training standards ari{e compared to the alternative plans, which facilitates training
Interoperability 1.5 consistency and flexibility within brigades.
The degree The plan the Army selected did not optimize operational
improve theffre readiness compared with the other plans, but Army officials told
will be oper. us they felt this trade off was necessary in order to more quickly
Operational fiscal years 2 field the modernized equipment to the warfighter, which ultimately
Readiness 1.0 represents an enhanced capability.
hich the plan matches  The selected plan optimized programmatic risk when compared
ing within a particular g the alternative plans. The selected plan uses funds as they
Programmatic become available without over spending — according to Army
Risk 1.0 officials the previous plan the Army was using did not do this well.

h

Efficienc

The selected plan optimized efficiency when compared to the
alternative plans by consolidating maintenance with
modernization efforts as much as possible, preserving the
/ L availability of battalions to support operational demands and
The e to which the plan minimizes  5y0iding the cost of taking the equipment apart multiple times.
the totéll amount of downtime of a Army officials told us that 70% of the Integrated Air and Missile
battalion. Defense Battle Command System upgrades are being performed
in conjunction with planned maintenance.

Source: GAO analy:

f Army informati

.| GAO-16-488

iot’s IncIlD(E)n in IBCS

Army officials told us that moving Patriot to IBCS provides benefits in
meeting Combatant Command operational needs more flexibly because
the system can be reorganized so that it no longer has to be deployed as
a complete battalion. IBCS-compatible Patriot components can be
deployed as individual radars and launchers, networked through IBCS.
Army officials told us that instead of having 15 Patriot battalions, the Army
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§launch®s that can be deployed
grational demands.

will have 60 fire units’ worth of rag
more flexibly to meet combatant

Transitioning Patriot to IBC Wi potentially lead to

The Army plans- to use

more even distributi
Limited User Test

of tasks. As pfirt of its findings during the PDB-7
that Patriot personnel currently

complex task i ogr operator performance. Army officials told
us they expe align theZurrent number of personnel specialties

specialti e Patriot specific—rather they will cut across
ssile defense community, allowing the Army to

alter the skillset of personnel who are currently

iners of the equipment into purely operators, while

Id take on some additional responsibilities. Further, by
y plans for current Patriot operators and maintainers to
and operate a variety of Army air and missile defense systems,
as oppoged to being assigned solely to Patriot.

op

Patriot’s Inclusion i
Amplifies Qhalle
Training Complexity a
Maintenance

igrating Patriot to IBCS amplifies training challenges by adding new
aining into the Army’s Patriot training schedule. Further, for a period of
ime the Army will be training personnel on three different versions of
Patriot—PDB-7, PDB-8, and IBCS. Army officials told us that due to the
igh deployment frequency of the Patriot force, the current training
chedule does not completely prepare Patriot operators on all tasks

but the Armfy Has
Mitigatio lans in Pl before deployments. To address this, the Army revised the training
~ certification progression so that high priority training is completed before
deployment, and less important training can occur after deployment.
However, to prepare for the transition to IBCS, the warfighter requires

additional training on how to effectively operate the equipment under an

airspace complicated with data from multiple sensors. This increasingly

complex training required by Patriot operators could cause further issues
% with the Patriot training schedule in the future. Over the long term,

officials told us that the Army plans to address some of these challenges
by updating the training certification program to match up with the
changes to the Patriot system (for instance more emphasis on joint
operations) and by adding more advanced certification levels that would
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The Army Holds Re
Synchronization M
to Manage Chall€
Encounters dyring

Patriot’s TranSitidsg to IBCS

S

2
>

of the ertification process.
While Army officials told us they §re i initipl stages of implementing
changes to the training program, i to be implemented by
2025 when the Army compl of all Patriot units to IBCS.

The modernization fieldifg plan y is pursuing also poses a near-
e Army currently plans to perform
enance on onlyone Patriot battalion per year
battalions to be available for

comprehensive mai
through fiscal yea

s challenge in the short term, the Army is
ensive maintenance after every deployment and
ventory of spares for those parts that have high

eratiopal demands.

e Army regularly coordinates on the status of doctrine, organization,

g T
raining, materiel, leadership, personnel, and facilities implications of
- atriots transition to IBCS through the use of quarterly transformation
ummits. These summits are internal meetings that include

decisionmakers from all of the key domains within the Army that need to
synchronize on integrated air and missile defense issues, including
aining, doctrine, leader development, and facilities. Briefings from these
summits show that the Army officials discuss modernization and
maintenance schedules, training strategy, and facility needs, among other
topics at these summits. Army officials told us that as a result of these
meetings, the Army decided to alter the Patriot deployment duration from
12 months to 9 months, concluding that this change would have a
minimal impact on the modernization and training schedules, while
providing the same operational support to combatant commands. In
implementing the deployment duration change the Army will keep five
battalions over the next 5 years on the 12-month deployment schedule,
while all other Patriot deployments will last for 9 months. Army officials
said that this fluctuation was necessary in order to allow enough time for
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$fing, aneraining to occur—
® of thggsummit discussions.

other Patriot battalion modernizaf{o
information they were aware of bg

P

As a cornerstone of the y’s air and missile defense architecture, the
Patriot system is deployqd worl in defense of the United States and
its allies. The program fa allenges to overcome the
obsolescence of a system that has bfen fielded for decades, improve
capabilities to ad ever-evol¥fg threats, and c

Conclusions

The Army has spent approximately
$1.1 billion sifice
requested another billion, which includes funding for a long-term

grated Airfind Missile Defense System of Systems. Of the three
aining tomponents, the Army has already defined the missile as a

e foy the LTAMD sensor solution, which accounts for $364 million of

he reglliested $1.8 billion over the next five years. Continuing to

separately manage and track progress for these components should help
rovide Congress with the oversight and accountability it needs to make
portant investment decisions. Although the Army estimated in 2013 that
osts for Patriot upgrades would meet the threshold to be considered a
major defense acquisition program (MDAP), the Army chose to
|

orporate the Patriot upgrade efforts into the existing Patriot program
hich made certain oversight mechanisms inapplicable. The Army would
have put itself in a much better position to oversee its Patriot upgrade
efforts had it made the decision in 2013 to manage Patriot upgrades as a
separate major defense acquisition program. Should operational testing

N

S
for PDB-8 and PDB-8.1 reveal performance shortfalls in the near and
mid-term upgrades tested, the additional development required could
present an opportunity for DOD to provide a level of oversight and
accountability not seen by the Patriot upgrade efforts so far. Beginning
any additional development with cost, schedule, and performance
estimates—informed by an estimate of the amount of development costs
the upgrade effort has incurred since 2013—would provide DOD and

congressional decisionmakers an essential oversight tool, particularly
when considering future budget requests. Further, regular comparisons of
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Recommendatlons fOI" performance shortfalls t

Executive Action and mid-term upgradgs t ”we regpbmmend that the Secretary of
Defense direct the
overseeing those rades comM€nsurate with other major defense

, and performance estimates for any additional
ment that is needed; and

along with PDB-8 and PDB-8.1.

7 Anngyal updates to Congress comparing the latest cost and schedule
estiplates against the initial estimates and providing explanations for
agy major deviations until development is complete.

e provided a draft of this report to DOD for comment. DOD provided us
ith written comments which are reprinted in appendix IV. DOD also
provided technical comments, which were incorporated as appropriate.

Agency Com
and Our Evaluatio

D partially concurred with our recommendations to provide an initial
report—similar to a Selected Acquisition Report—and to provide annual
updates to Congress in an effort to establish oversight mechanisms

S commensurate with other major defense acquisition programs for
upgrades operationally tested with PDB-8 and PDB-8.1 in the event that
operational test results reveal performance shortfalls that require
additional development. In its response, DOD stated that system software
updates currently being performed for Patriot, such as PDB-8 and PDB-
8.1, will cease with updates transitioning to IBCS. It also noted that future
post deployment build updates will be developed and tested for IBCS as
part of the Army’s IAMD program, which is subject to acquisition oversight
and reporting required by law and regulation. Further, DOD noted that
future development and testing of the LTAMD sensor will also be subject
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to acquisition oversight and repog

gftired by?alw and regulation.

the development program
additional non-standard r,

and PDB-8.1 efforjg\T'he IAMD Prgram has already established its
planned content in a eline, and details for the LTAMD sensor program
are still being rdless, tracking and reporting progress on
or future development LTAMD sensor

hould take the recommended actions to direct the

nd schedule estimates against the initial estimates for PDB-8
-8.1 upgrades.

\We are sending copies of this report to the appropriate congressional
ommittees, the Secretary of Defense, and the Secretary of the Army.
S he report is also available at no charge on the GAO website at
http://www.gao.gov.

hould you or your staff have any questions about this report, please
contact me at (202) 512-4841 or chaplainc@gao.gov. Contact points for
~ our Offices of Congressional Relations and Public Affairs may be found

on the last page of this report. GAO staff who made major contributions to
this report are listed in appendix V.

Clopty

Cristina T. Chaplain
Director, Acquisition and Sourcing Management
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Appendix |: Scope and I\/IethodologU

riot sys@m’s performance and
qds, we did the following:

To determine the current status q
the extent to which it addresses

1. To determine the curre he PAfiriot system’s performance,
we reviewed briefingsgrom the Lower Tier Project Office in Huntsville,

tent to which the current version is

specifications. T¢ determine the
i ents, we reviewed 2013 limited user

meeting its pegfoggmance re

user test; the Lower Tier Project Office; and the
evelopment and Integration Directorate.

regdlests from the warfighter to the Army for urgent, real-time Patriot
apabilities and other needed upgrades. We assessed the reliability of

the currently open Patriot-related operational needs statements from
2013 by comparing the list of operational needs statements obtained

N from the Capabilities Development and Integration Directorate to
those received from the Capabilities Integration Division of the
Department of the Army Military Operations in Arlington, VA. Based
on our review of the data and interviews with officials at both

locations, we determined that the data were sufficiently reliable for the
purposes of our reporting objectives. We also held discussions with

D these officials about the unfulfilled operational needs statements and
the Army’s plan for addressing them. In addition, we interviewed
combatant command officials from the Pacific Command in Honolulu,
HI; the European Command in Stuttgart, Germany; and the Central

Command in Tampa, FL to obtain views on Patriot performance
needs from various combatant commands.

&/ To assess the extent to which the Patriot system upgrades will address
capability needs and describe the cost, schedule, and testing plans
associated with those upgrades we did the following:
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To determine the various Patgo Dility ne@ds, we began by
reviewing the validated air and ’ gnse capability gaps, which
913 requirements

documents. We examin [ lated gaps listed in the
2011 Army Functiona ires Capability-Based Need
Assessment Functiofal Nee lysis and Functional Solution
Analysis reports. Bas our anglysis of these documents and

additional Army
priority critical giRand missi
Patriot progr

ense gaps that were related to the
also reviewed requirements in the Patriot
Development Document related to training and

with Army officig at the’Lower Tier Project Office and the Air
Defense Artillery

olving threat and how it is driving capability
t system, we reviewed the 2011 and 2015 System

igence JCenter in Huntsville, AL and the Capabilities Development
and Integrgftion Directorate.

o describe the cost, schedule, and testing plans for the Patriot
upgrhdes, we obtained and analyzed detailed cost data derived from
progfam budgets, program schedules for testing and fielding, and test
evaluation master plans. We discussed these plans with officials
from DOT&E; the Capabilities Development and Integration
Directorate; and the Lower Tier Project Office. We focused our cost
review on two Patriot program budget lines, which detail the U.S.
contribution to development and procurement costs for planned
upgrades, and a third budget line providing initial development funding
for the Lower Tier Air and Missile Defense (LTAMD) sensor solution.
Planned costs for fiscal years 2017 through 2021 are based on
detailed Army planning budget data supporting the President’s budget
for fiscal year 2017. We deflated these budget numbers to base year
2017 dollars.

To determine the extent to which planned upgrades will address
capability needs, we obtained detailed information from the
Capabilities Development and Integration Directorate officials
mapping each of the planned upgrades to the capability need it is
intended to help address. We also obtained and reviewed the
schedule and scope of planned operational testing in the System
Evaluation Plan to determine when the upgrades would be evaluated.
Further, we reviewed the scope of the analysis of alternatives
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currently underway to determj 2 capabiﬁy needs the radar and

upgrades, we receiv
were executed und

uirements for facilitating Congressional oversight
jor defense acquisition programs.

izes with training schedules and operational demands,
Army’s fielding plan as well as operational and training
also interviewed knowledgeable Army officials to discuss
the fielding plan was chosen, the benefits and challenges associated
ith the fFhosen plan, as well as any effects of the plan on operations,

I, doctrine, organization, testing, and training.

To assess the extent to which DOD’s guidance for conducting its LTAMD
nalysis of alternatives (AOA) meets GAO best practices, we obtained
N epartment of Defense AOA guidance documents. These documents
consist of a directive from the Army Headquarters directing the Army
Training and Doctrine Command Analysis Center to conduct the LTAMD

A study, a study plan developed by the Army Training and Doctrine
ommand Analysis Center, and guidance from the Office of the Secretary
of Defense for Cost Assessment and Program Evaluation (CAPE). We
DS compared the processes outlined in the guidance documents to the 22

best practices GAO identified in GAO-16-22." We also met with officials
from CAPE to discuss GAO best practice processes that were not

Practices; Attainment of Amphibious Capability to be Determined, GAO-16-22
(Washington, D.C.: Oct. 28, 2015).

% 'GAO, Amphibious Combat Vehicle: Some Acquisition Activities Demonstrate Best
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A
-

documented in the guidance doc nd supﬂemented our analysis
with some of this information. Wd dfa five-goint scoring system to

the best practices under g@ch of the four characteristics—well-
documented, comprehergsi aswyd, and credible—to determine an
overall score for each,ch

well as cross-che the scor roughout the analysis for
consistency. In additiOg we provided the initial results of our analysis to
officials in the LAPE an Training and Doctrine Command Analysis

technical comments, which we
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Appendix Il: The Lower Tier Air and(Missyle
Defense Analysis of Alternatives Gui e
Compared to GAO’s Best Practi for an
Analysis of Alternatives Proce

As part of our review of the Patri¢t sys
which the Department of Defens

&
, we_assessed the extent to
D) guilance for conducting its

idered reli #We compared the processes outlined
idance documents to GAO best practices because

w to conduct the LTAMD AOA by outlining
process€s W i select the alternatives, metrics, models, and
' hout the AOA process. While we cannot make
e final AOA report until it is finalized and released, by
rocesses described in the LTAMD AOA guidance
22 GAO best practices, we can make conclusions on
processes used to develop it. If the processes are of

» en the AOA study team has a good roadmap, which, if
gfiowed, could produce a high-quality, reliable AOA. Based on our
finalysis)the LTAMD AOA process described in its guidance met or
substagftially met the criteria to be considered well-documented,

Brprehensive, unbiased, and credible.
hile we found that the LTAMD AOA guidance documents met or
LN ubstantially met 18 of the 22 best practices GAO established for the
AOA process to be considered reliable, our review also found that
cgntrary to GAO best practices, the final AOA report will not select a
eferred solution. Specifically, the LTAMD AOA guidance did not instruct
the study team to assign relative importance to the criteria that are used
to compare the options or to select a preferred solution for a modernized
& radar and launcher as part of the final AOA report. According to CAPE
officials involved in the LTAMD AOA efforts, the purpose of this AOA is to
provide an analytic comparison of the options based on the criteria but to
then allow external decisionmakers to determine the relative importance
of each criterion and derive their own preferred solution. CAPE’s position
is that GAQ’s best practice of assigning relative importance to criteria is
not appropriate for strategic investment decisions such as this. In
% contrast, GAO best practices recommend that solutions be compared

based on pre-established criteria that reflect the relative importance of the
criteria because not reflecting its relative importance up front can
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Appendix lI: The Lower Tier Air and Missile
Defense Analysis of Alternatives Guidance
Compared to GAO’s Best Practices for an
Analysis of Alternatives Process

portanﬁnformation leading to
KO besfypractices state that a

oversimply results and potentially
an uninformed decision. In additi@
preferred alternative should be idé
be included as part of an A

GAQO’s 22 Best Practices
for the AOA Process:
Background and
Introduction

'S
S

a single document, including all source data, has clearly
hodologies, calculations and results, and that selection

“Conjprehensive” means that the AOA process ensures that the
misglon need is defined in a way to allow for a robust set of
rnatives, that no alternatives are omitted, and that each alternative

is examined thoroughly for the project’s entire life-cycle.
“Unbiased” means that the AOA process does not have a
predisposition toward one alternative or another; it is based on
traceable and verifiable information.

+¢# “Credible” means that the AOA process thoroughly discusses the
limitations of the analyses resulting from the uncertainty that

surrounds both the data and the assumptions for each alternative.

Table 10 provides an explanation of how individual best practices are
grouped under each characteristic.

'GAO, Amphibious Combat Vehicle: Some Acquisition Activities Demonstrate Best
Practices; Attainment of Amphibious Capability to be Determined, GAO-16-22
(Washington, D.C.: Oct. 28, 2015).
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Defense Analysis of Alternatives Guidance
Compared to GAO’s Best Practices for an
Analysis of Alternatives Process

Table 10: GAO’s Analysis of Alternatives Best Practices Criteria and Characteri

Characteristics

Well-documented: The analysis of alternatives (AOA) process is thoroughly
described, including all source data, clearly detailed methodologies, calculatj
results, and selection criteria are explained.

o Includes a detailed list of ground rules, assumptions, risks, and mitigatign

« Explains how each alternative’s identified measures of benefits/
support the mission needs.

o Details in a single document all processes, criteria, and data used
AOA process’s final decision.

« Describes the estimating methodology and rationale us
benefits for all alternatives.

ild costs an

Identify significant risks and mitigation
strategies (best practice 12)

Tie benefits/effectiveness to mission
need (best practice 14)

Document AOA process in a single
document( best practice 18)

Document assumptions and constraints
(best practice 19)

Comprehensive: The level of detail for the AOAfprocess ensures no alternatives are

omitted and that each alternative is examined t
« |dentifies and screens a diverse range of al es.

« Compares alternatives across their egjisaalife-cycle ratheg#han focusing on one
phrase of the acquisition process.

Define mission need( best practice 1)

Develop AOA time frame (best practice
3)

Develop list of alternatives (best practice
8)

Assess alternatives’ viability (best
practice 11)

Develop life-cycle cost estimates (best
practice 15)

ess that defjhes selection criteria based on mission
need and quantifies the beneWgeffectjy€ness measures to ensure the AOA

« Compares solutions
present val

Define functional requirements (best
practice 2)

Establish AOA team (best practice 4)
Weight selection criteria (best practice 6)
Develop AOA process plan (best practice
7)

Determine and quantify benefits and
effectiveness (best practice 13)

Ensure AOA process is impartial (best
practice 20)

Compare alternatives (best practice 22)

Credible: Th
the uncertai

. scenario as the benchmark to enable comparison between

s developed for each alternative include a confidence
e developed based on risk/uncertainty analysis.

Define criteria (best practice 5)
Describe alternatives (best practice 9)

Include baseline alternative (best
practice 10)

Include a confidence interval or range for
life-cycle cost estimates (best practice
16)

Perform a sensitivity analysis (best
practice 17)

Perform independent review (best
practice 21)
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Appendix lI: The Lower Tier Air and Missile
Defense Analysis of Alternatives Guidance
Compared to GAO’s Best Practices for an
Analysis of Alternatives Process

LTAMD AOA Guidance
Results

5

& docurf®nts met or

of a high-quality and reliable
AOA process. To make this deterin@ti reviewed and scored how
well the guidance documen S gh of the 22 best practices.

that it completely met,the icg; “substantially met” means that it
met a large portion ige; “partially met” means that it met
about half of the b ice; “Mefiimally met” means that it met a small

average of those beSWgractice scores that aligned with each of the four
charactegigtics, as sho

[ 4 GAO’s Determination

ell-docu.‘mented Substantially met

Compre}fnsive Substantially met

Substantially met

Credible Met

ource: GAO analysis of DOD information. | GAO-16-488.
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Appendix lll: Status of Development an

Procurement for Near and Mid-Tefm
Upgrades

The Patriot program has made ngftable gfogress & the development and
since the upgrade efforts

began in 2013. Up to this pomt siy i
procurement have already

and software upgrades
billion of the $2.9 billign

Figure 9: Breakdown of $1.8 Billion between Fiscal Years 2017 and
Needs

s N

U.S. dollars (in base year 2017 billions) U.S. dollars (in base year 2017 millions)

30 $2.9 $23.4
Hardware
| development
25 < |
20 $1.8 %065 \
Development
$364.1

15 Fiscal year Future radar

2017-2021 development

1.0
Fiscal y r
0.5 2013-;
0.0 \

Fiscal year \
2013-2021
N , /) J N J

L 4
D and Army budget datg#/| GAO-16-488

Source: GAO analysis Qf

Of the $1.8 billion currently planned between fiscal years 2017 and 2021,
$645 million is for development. Of those development funds, the

\ majority, $364 million, is allotted to developing the future radar solution,
the Lower Tier Air and Missile Defense (LTAMD) sensor, which the Army
currently plans to define as a separate major defense acquisition program
(MDAP). Further, of the $645 million in development, only about $280
million is currently planned between fiscal years 2017 and 2021 for
developing software and hardware upgrades. The program has already
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Procurement for Near and Mid-Term Upgrades

spent about $210 million for the g€velopghent of "®ar and mid-term

software and hardware upgrade

Aside from the future radar elop gre does not appear to be a

new wave of developmen#factivities beginning in the near future. Funding
for PDB-8 was already cpmpletge’in §scal year 2016 with fielding planned
for fiscal year 2017. Furt figure 10, costs planned for

Figure 10: Time-Phased Patriot Upgrade and Long-term Radar ution De#elopment Costs between Fiscal Years 2007 and
2021 by Category

U.S. dollars (in base year 2017 millions)
250

— Latestu es begin — Post Deployment Build-8
software released

200

Separate major defense
acquisition program

150

100

50

0
2007 2008 201 12 2013

Fiscal year

2017

Time now

2018 2019 2020 2021

2014 2015 2016

Near-term and mid-term upgrade procurement activities also appear to be
winding down. Most of the defined hardware upgrades are already in
production. Further, many of these upgrades were already mature with
relatively little being spent on hardware development for the purposes of
adapting them for Patriot or maximizing their benefit to the system.
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Procurement for Near and Mid-Term Upgrades

Although the program is still plan fpend $‘PI5 billion in
procurement between fiscal yea and 2921, which includes
ongoing upgrades to address ob 5 sues, six of the nine near-
term and mid-term hardwar gradeg and#lpporting equipment have

begun production, as seegfin figure 11.

Figure 11: Production ina nd Dateg/for Patriot Near and Mid-term Upgrades
and Test Detachment

) Time now
Fiscal year
2013 2014 2015 2016 2017 2018 2019 2020 2021

v

Test detachment

nized displaxs
CryMcommt)cation upgrades

g sofM hardware devices

Radar digital processor

Production begin and end dates

Production ends later than dates displayed

rce: DOD budget documents and briefings. | GAO-16-488

Lastly, costs planned for procurement upgrades appear to be tapering-off
toward the end of the Future Years’ Defense Program in fiscal year 2021,
as seen in figure 12. Currently, funds planned to continue beyond fiscal
year 2021 are for ongoing upgrades to address obsolescence issues, for
completing the purchase of launcher modifications, and for continuing
investments in training upgrades.
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N

and 2021 by Category

Figure 12: Time-Phased Patriot Upgrade Procurement Costs between Fiscal Ye3

U.S. dollars (in base year 2017 millions)

350 Post Deglloyment Build-8

softwafe released

.

O
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— Latest upgrades begin

300

250

4

200
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0
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I:I Launcher upgrades

Upgrades to improve communication§

2016

Source: GAO analysis of DOD budget data. | GAO-16-488

Note: $1.2 billion in funding between fiscal year 2007 and fiscal year 2009, which was included under
this budget line as an initiative to upgrade existing battalions for use with the PAC-3 missile and to
perationalize additional Patriot batteries, is not shown in this chart.

O
S
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Appendix IV: Comments
Department of Defense

from the

ACQUISITION

Ms, Cristina Chaplain
Director, Acquisition and Sourcing

441 G Street, NW
Washington, DC 20548

Dear Ms. Cha

Enclosure:
~ As stated

OFFICE OF THE ASSI

301
WASKHINGTON, DC

U. S. Government Accguntability Offic

SEC F DEFENSE

EFENSE PENTAGON
01-3015

AUG 9 2016

nagement

ense (DoD) response to the GAO Draft Report,
IZATION: Oversight Mechanism Needed to Track

and Prov1de Accountability.” dated July 1, 2016 (GAO Code 100171). The Department
the draft report and notes that it contains two recommendations for DoD

Sincerely,

-%W %f/
James A. MacStravic
Acting Principal Deputy Assistant Secretary of
Defense for Acquisition

Performing the Duties of the Assistant Secretary of
Defense for Acquisition
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of Defense

GAO-1¢-161 (G 100171)

“PATRIOT MODERNIZAT)ON: O SIGHT MFCHANISM NEEDED TO TRACK
PROGRESS AND PROVIDE AGCOUNTABILITY”

ENT OF DEFENSE COMMENTS

TOT AO RECOMMENDATION

GAO rec@mmends that in the event that operational test results
ce shortfalls that require additional development of the
ecretary of Defense direct the Army to establish

ades commensurate with other major defense acquisition
— similar to a Selected Acquisition Report —as soon as

RECOMMENDATION 1:
for PDB-8 and PDB-8.1 reveal p
near and mid-tggm upgrades tested,

Integra ed Air and Missile Defense (AIAMD) program subject to acquisition over51ght and
eporting required by law and regulation.

ddition, the Army is approaching a Milestone A decision to enter into a full and open
mpetition for the development and testing of the Lower Tier Air and Missile Defense Sensor
TAMDS). The development and testing of the LTAMDS is currently a pre-major defense
acquisition program. Therefore, LTAMDS development and testing will also be subject to

isition oversight and reporting required by law and regulation. The Department will continue
ack cost, schedule, and performance of the Patriot system as the Department transitions to the
AMD and LTAMDS programs of record. Using existing oversight and reporting mechanisms,
to include Selected Acquisition Reports for these acquisition category I major defense acquisition
programs more accurately reflects the development program and is more appropriate than
introducing additional non-standard reports.

RECOMMENDATION 2: The GAO recommends that in the event that operational test results
for PDB-8 and PDB-8.1 reveal performance shortfalls that require additional development of the
near and mid-term upgrades tested, that the Secretary of Defense direct the Army to establish
mechanisms for overseeing those upgrades commensurate with other major defense acquisition

Enclosure 1
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of Defense

programs, to include annual updates to, ongress co ing the latest cost and schedule
estimates against the initial estimates ations for any major deviations until
development is complete. (See pages 32/GAO Praft Report.)

architecture to egrated system-of-systems air and missile
defense architecture comprifed 3gomplementary sensor and interceptor components controlled
se Battle Command System (IBCS). As IBCS is fielded,
Patriot system softwarggpdates will ce ecessary updates will transition to IBCS. These
IBCS Post Deploym updates will eveloped and tested as part of the Army’s
Integrated Air and Missile DeMgse (AIAMD) program subject to acquisition oversight and
reporting required by law and re i

testing of the Lower Tier Air and Missile Defense Sensor
testing of the LTAMDS is currently a pre-ma]or defense

reportmg required by law and regulation. The Department will continue
performance of the Patriot system as the Department transitions to the

Enclosure 1
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